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Mary Connelly
I believe the best way to honor and never forget a disaster is to learn and improve, to become stronger and more resilient. Let's not let something like this happen again. Let's be ready and learn from these things. So, the September 11th attacks really did transform emergency management.
- [Narrator] You're listening to Further Together: The ORAU Podcast. Join Michael Holtz and his guests for conversations about all things ORAU. They'll talk about ORAU's storied history, our impact on an ever-changing world, our innovative scientific and technical solutions for our customers, and our commitment to the communities where we do business. Welcome to Further Together: The ORAU Podcast.
Michael Holtz
- Welcome to Further Together: The ORAU Podcast. As ever, it is me, your host, Michael Holtz, in the communications and marketing department at ORAU. And it is September, which means it is National Preparedness Month. And we are talking about emergency preparedness on this episode with my friend, Mary Connelly, who is the Manager of Emergency Management at ORAU. And we are talking about a specific product that we offer called EM360, or Emergency Manager 360. But first, let me introduce my colleague and friend Mary Connelly to the show. Mary, welcome to Further Together. I'm so glad to have you.
Mary Connelly
- Thank you, Michael. So happy to be here. Happy to talk about a subject that's so near and dear to my heart, definitely a passion. So, thank you.
Michael Holtz
- It is definitely near and dear to your heart. And I know when I hear you talk about all things emergency management, you exude passion. So I love that we can have this conversation about really an important and critical product that we offer to emergency managers across really the country. But let's start with, just at a high level, what is EM360 and how did we get here? Because I know there's been an evolution and there's a history to where we are with the product today.
Mary Connelly
- Absolutely. Yes. There definitely is a history and that's one of the things that really drives my passion is when we create solutions that really solve problems and really meet the needs, that is very exciting stuff, right?
Michael Holtz
- Absolutely.

Mary Connelly
- So Emergency Manager 360 is a platform that has been developed by ORAU to support emergency management. It features a tool called the Event Builder. And the Event Builder is a step-by-step platform that is used by emergency managers to develop and design exercise documentation. Sounds pretty easy. We'll get into some of the nuts and bolts of that. It can be pretty complicated and especially following certain standards that are now in place due to that historical background. But the other thing, it doesn't just do that. The Event Builder tool feeds into corrective actions at the organizational level. So, findings from those exercises and real world incidents that occur. A lot of times exercises are just really training and you're learning and you're making mistakes, and things come up and you learn from those things. And so you're capturing those findings and the recommendations for fixing these things to improve. And so all of that is captured and tracked in EM360 at the organizational level and it rolls up. There's all of these different relationships that are involved in our communities, in our organizations that want to see data, want to see how ready are we. And that's what EM360 does. It's a readiness and resilience tool to help emergency managers, but also those stakeholders to see how prepared are we.
Michael Holtz
- And it's really a robust tool. As you said, it's not just, "Here, let's do an exercise." It's, "Here's what we're learning, not just from our own exercises, but from real world experiences." And I know, really a lot of real world, dating back to at least 9/11, is incorporated in the tool and how we've gotten to where we are today. Can you talk a little bit about that?
Mary Connelly
- Yeah. Oh, happy to. Yeah, so in 2008, ORAU developed the first Event Builder that's patterned after the Department of Homeland Security Exercise Evaluation Program. Now, that program didn't exist prior to 9/11. So, this year marks the 25th anniversary of the 9/11 attacks and that tragedy. And following those attacks, the US government sought to overhaul some of the foundational components of emergency management and response. And so they wanted to create a more unified and standardized national system for managing emergencies and different threats. So, I believe the best way to honor and never forget a disaster is to learn and improve, to become stronger and more resilient. Let's not let something like this happen again. Let's be ready and learn from these things. So, the September 11th attacks really did transform emergency management in various ways. So, there was the response aspect to it, the all hazards National Preparedness Goal was created. Well, first of all, the Department of Homeland Security was created. That didn't exist before. And so following those attacks, President George W. Bush issued the Homeland Security Presidential Directives, HSPD 5 and 8 to put these programs into place through the newly formed Department of Homeland Security. So, it was for all-hazards approach across federal, state, local, Tribal, just for a more unified and coordinated response and preparedness efforts. The National Incident Management System was developed, a baseline standard for coordinating response efforts, working through those hazards and emergencies. The initiatives advanced the incident command system, ICS, to streamline that command and control. ICS already existed in some states, and some military were using that structure, but it was definitely advanced and incorporated throughout federal, state, local response. The DHS also incorporated a very military-style capabilities-based program and exercise evaluation, which sounds a lot like HSEEP, Homeland Security Exercise Evaluation Program. So, those core pieces put the things in place that are needed for more standardized and a technology solution to meet these requirements. So, this is what ORAU saw the opportunity to do, and it certainly wasn't new to ORAU either. I know everyone says, as we reflect on the 25 years since 9/11, everyone that was alive and can remember those tragic events knows where they were and what they were doing, right?
Michael Holtz
- Absolutely.
Mary Connelly
- And so I can remember working here at ORAU and we were supporting the Chemical Stockpile Emergency Preparedness Program, and that's a joint effort by the Federal Emergency Management Agency, FEMA, and the US Army, basically the destruction and stockpiling of wartime chemicals. And so through CSEPP, that chemical stockpile program, they were already using these military styles with ICS, with incident command, and with capabilities-based program evaluation and exercise evaluation. So, we were very familiar with it. And ORAU was already ahead of the curve developing technology solutions to support emergency preparedness and emergency management. So, that's kind of where I got my start through 9/11 in working with technology solutions to support. And the structure and the call for standardization just was the perfect scenario for a platform such as Event Builder and Emergency Manager 360 to be born. Of course, Emergency Manager 360 is fairly new. ORAU is really just kind of kicking off and introducing the EM360 featuring the Event Builder. But this is work that we've been doing with the Department of Veterans Affairs since 2008. The VA also saw the opportunity to standardize and the FEMA core capabilities that were developed for that capabilities-based evaluation to measure against. The Department of Veterans Affairs said, "We need hospital core capabilities as well." And they needed a platform to standardize their exercise and their exercise design, development, and conduct as well as documenting their real world incidents. So, the success of that Event Builder platform for the Department of Veterans Affairs is what got ORAU interested in investing in the development and design of Emergency Manager 360. We learned a lot through working with the Department of Veterans Affairs because we were building that plane as we were flying it.
Michael Holtz
- Absolutely.
Mary Connelly
- So, we knew that there needed to be greater flexibility. And so that is at the core of Emergency Manager 360. Our analysts and programmers really were considering how could we have a very flexible organization structure? And so that's what we have. Any type of organization, as far as who would use EM360, anyone, any organization. It could be state, it could be local, it could be federal, it could be hospitals, it could be universities, any organization. Think about it this way. If you have a facility and you conduct fire drills, you're following emergency management, right?
Michael Holtz
- Right, right.
Mary Connelly
- So, we needed that flexible structure. Those parent-child relationships between organizations can get pretty complicated. You have departments and agencies and all different levels. You could have multiple campuses, multiple states, healthcare coalitions, all kinds of different levels could go in any direction. So, you need that very flexible organizational structure, and EM360 provides that at its foundation. I've talked a lot about capabilities-based program evaluation. That, too, has to be very flexible. Different organizations have different standards. So, a hospital follows different accreditation bodies and healthcare tends to follow those things that are led by federal agencies, like Department of Homeland, I'm sorry, Department of Health and Human Services, HHS, and their different organizations. So, there's a lot of different standards and criteria and it's changing. So, those also need to be very flexible. And EM360 has been built flexibly to meet that requirement. And then, all of this, the organization structure, as well as the standards, they all feed into the Event Builder tool and into tracking those improvements that are found during exercises and real world incidents. So, at its core, it's about flexibility, which these are true principles to the National Incident Management System, right? Flexibility, standardizing things, so that everyone's on the same page. The Homeland Security Exercise Evaluation Program has created templates, and so that has set the framework for standardizing exercise design and after-action reporting, after-action after exercises, after real world incidents, you're reporting these things and tracking what you found, what the gaps are. So, Emergency Manager 360 generates those exercise documentations and the after-action reports. So, it saves a lot of time. It creates efficiencies while it's tracking and standardizing. It really is following all of those principles that have come out since 9/11.
Michael Holtz
- I remember I worked for a hospital early in my career, and I remember the days when it was all on spreadsheets, right?
Mary Connelly
- Yes.
Michael Holtz
- Lots of Excel spreadsheets with who does what and who goes where and who's responsible for what. And so just the idea that it can all be in one place and it's accessible and you can create reports that show not only where you may have deficiencies, but also where things are working really, really well, where things may be excelling. And I think people who aren't in the healthcare, the public health, emergency management space may not realize that we run drills on a regular basis. We have exercises regularly to make sure that we're ready. If something happens, we're ready for it. We know what we need to improve for as we go through the process, as you said, what have we learned from either this experience or someone else's experience based on national or international events? And agencies, companies, healthcare systems work really hard to make sure that their constituents are safe and will be looked after in the event of a situation that we have to respond to.
Mary Connelly
- Yeah, absolutely. That's the principle of it, right? Why we have emergency management, why we were concerned about preparedness and mitigating these hazards. It's to protect our people, our staff. In the case of healthcare, it's our customers, the patients that are there, and then the property as well. So, it seems like a pretty logical thing to be better prepared to protect those investments and to protect your people. And unfortunately, we're all too familiar with that, all hazards that are out there.
Michael Holtz
- Absolutely.
Mary Connelly
- And becoming more prevalent. I mean, who can't relate now to the threat of an active threat, an active shooter? I mean, if you don't have plans in place, how are you going to know what to do? How will your people know what to do? And it's about continuing operations, becoming more resilient. And the principles that are in place now really do work. It just can take a lot of work. And you mentioned spreadsheets, and there is still a lot of people tracking these things on spreadsheets. So, this is why we want to share this message. This has been successful in the healthcare setting for the Department of Veterans Affairs. There's also some business occupancy there, though, as well that they do. Obviously, the main mission with the VA is to support the veterans, but there's offices and things that have to follow these principles as well. And this is why we're saying we built it so flexibly. We didn't want to just be very rigid and say, "This is for healthcare." Certainly, there's a lot of accreditation and a lot of requirements there, but this can work at any level in any organizational setting with any evaluation standards. And sometimes, with our customers, we help them better understand their organization. They don't understand who needs to see that data. You mentioned reports and dashboards. That's a huge feature that we have in Emergency Manager 360, is all of this data is being loaded. In real time, your reports are being generated. We've integrated Microsoft Power BI. It's a very robust, powerful tool for generating dashboards and visualizations. So, Emergency Manager is pumping in that information, building out this information and tracking it all in EM360 and can present readiness analytics and visualizations to stakeholders, to leadership. So, it's really powerful. Just so much information is gathered and helps any organization to be better prepared through that data and those analytics.


Michael Holtz
- And it's all in one place.
Mary Connelly
- Yes. Yes.
Michael Holtz
- And you can, for whatever requirements that you may need to meet, if you're a hospital and you have to meet JCAHO standards, it's all there to show, "Have you done this?" You sort of get your checklist too, right?
Mary Connelly
- Absolutely.
Michael Holtz
- Here's all the stuff that you've got to do. Where are you in the process?
Mary Connelly
- Right, and the system can send reminders. Certainly remind you. But yeah, the different organizations have, in some cases, required exercises. Definitely the case in healthcare, but federal agencies have requirements to conduct so many exercises. Federal standards for safety and health require fire drills and these types of things. Notification exercises. Can you reach your people? Can you talk to your people? All of this, it's very exciting times in emergency management and preparedness. And so capturing those required exercises and drills and being able to see that, how are you doing? Have you conducted it? Have you at least started? Have you completed the after-action? And what about all those findings? Because it's interesting how much time and effort and money's put into conducting an exercise, and then the findings just kind of fade into the background and the whole-
Michael Holtz
- They sit on a shelf.
Mary Connelly
- Yeah, they sit on a shelf. And EM360 allows for that continuous improvement, corrective action tracking, where you can see, "Wow, we are so far behind. These things haven't even been started." You can prioritize, you can categorize, you can send reminders, you can assign people within your organization. So, another cool innovation we just completed is the ability to connect our system, Emergency Manager 360, to other organization systems. So, connecting to their staff directory so that they're not managing user accounts, they're just there. Their organization's managing their employment and that will dictate whether or not they have active accounts in EM360, which saves a ton of time for that emergency manager and their team when they're assigning things to certain areas in the organization, that person's contact information is there and it's up to date. So, that's a really exciting thing that we've got in place. Other things like the ability to have single sign-on, which saves all those password resets.
Michael Holtz
- Everybody loves fewer passwords.
Mary Connelly
- Right, so, a lot of different things we're adding on to make it just an easier system, easier to use. It's been built by emergency managers for emergency managers, but the benefits exceed that, and go throughout the organization. Because at the end of the day, you're not evaluating your emergency manager, you're evaluating the security, the readiness, the resiliency of your organization, of your property, and your people.
Michael Holtz
- And everyone has a role in that at the end of the day.
Mary Connelly
- Absolutely. Absolutely.
Michael Holtz
- So Mary, who is, I've heard you mention emergency manager specifically. Who is EM360 for?
Mary Connelly
- Oh, that's a great question. I believe it's for all organizational levels. I think that there are people who are better equipped to design exercises and have an understanding of that, and that would probably be an emergency management department, but the EM360 Event Builder tool is so step by step. I often liken it to completing your taxes with those softwares. You just follow the steps and you've generated a very complicated 1040 form.
Michael Holtz
- Right. Right.
Mary Connelly
- The same thing holds true with Event Builder. People in safety and security might be the ones to create fire drills or notification drills. Anyone within the organization that's interested in preparedness and readiness and managing emergencies could use it. One of the important components in designing an exercise and documenting a real world incident is incident management, the incident management team that's based on the incident management structure, right? So, who are your responders going to be? Who are going to be taking care of the logistics of the exercise? And so there's a lot of roles to play. They can be as involved as you want them to be. One thing that ORAU supports is unlimited user access to the organizations that are using EM360. So, anyone within your organization can have access. There's robust permissions management. So, you may want your facility director or your president and CEO to be able to get some of the reports and dashboards and visualizations, but you don't necessarily want them building your events. So, there's multiple levels, unlimited roles. That's another very flexible piece in EM360 is permissions management that is so robust that any level and any organization can have access or receive notifications and have access that matches what they need to see and do.
Michael Holtz
- Gotcha. Okay. Mary, if I am a facility of whatever nature, and I want to see EM360, what do I do?
Mary Connelly
- Oh, yes. Well, we are happy to provide free demonstrations of the system. So, visit our website, orau.org, and you can find EM360, and maybe you can even put a link to it with the blog.
Michael Holtz
- Absolutely. Yeah. I'll drop a link in the show notes so that folks can find it.
Mary Connelly
- We are happy to provide demos of the system and show people what we've got and see how it could apply to their organization. It's more than just the product, the tool itself. Like I said, we teach, and oftentimes we teach our customers about their own organization and who needs to see and do what. We also help them better understand capabilities-based evaluation and those principles that all came from the Department of Homeland Security following 9/11. They can be kind of daunting to some, but we help incorporate all of those things. So yeah, we're happy to do a demo, happy to talk through what the requirements are, and set up some test and training environments.
Michael Holtz
- Awesome. And I mean, if I were an emergency manager, I'd be thinking, "Ooh, peace of mind. It's all in one place."
Mary Connelly
- Right, right. Instead of having things scattered about, it's all in one location, being tracked real time, following the latest standards, always up to date. So yeah, it's kind of a one-stop shop for emergency management.

Michael Holtz
- Absolutely. Well, Mary, thank you so much for spending this time with me and for talking about really an important product on the one hand, but also, just the peace of mind that you can give to the folks who do emergency management in their facilities, for their agencies, that it's not just about the tool, but it's also about what do you need to know for your facility to be compliant, to be ready for an emergency, for a situation that you have to respond to. So I really appreciate that, yes, it's a product. The product is important. But it's also a one-stop shop in terms of, we can help you figure out what you need to know for your agency.
Mary Connelly
- Absolutely. It's about continuing the mission of your organization and keeping our communities and our constituents safe and secure and having more prepared communities. So, continuing your mission, protecting your property, protecting your people, that's what it's all about, really. These principles have been put in place, like I said, coming back to 9/11, the tragedy of the loss, and we can be better prepared. We can be ready and a more resilient nation by being more resilient communities, organizations, and agencies.
Michael Holtz
- Awesome. I will leave it on that note. Mary, thank you so much. I really appreciate your time.
Mary Connelly
- Thank you, Michael. It's been a great pleasure. Thank you so much.
Michael Holtz
- Thank you.
- [Narrator] Thank you for listening to Further Together: The ORAU Podcast. To learn more about any of the topics discussed by our experts, visit www.orau.org. You can also find us on Facebook, Twitter, and LinkedIn, @ORAU, and on Instagram, @ORAUTogether. If you like Further Together: The ORAU Podcast, we would appreciate you giving us a review on your favorite podcast platform. Your reviews will help more people find the podcast.
